The Seoul Global Center is a foreigner support facility opened by the Seoul City
government in 2008 and jointly operated by City Innovation Group Movement Co,,
Ltd. and Hirediversity Co., Ltd. the Center operates a variety of support programs,
including publishing guidebooks for living in Seoul, visa issuance support, expert
consulting, social integration program, OASIS program, and life counseling, to help
international students in Korea get a job and start a business, settle down, and
improve their overall living conditions.

We hope that foreign students in the global hub city of Seoul will pursue their
dreams of employment and start-up in the attractive city of Seoul through the
support of our center!

Voice Phishing refers to a fraud crime that uses the means
phishing of telecommunication to steal someone else’s property

Safe financial life

through deception or lies, including ‘voice phishing’ using
phones, and ‘messenger phishing’ using messengers such
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Please use the QR code below for more detailed
information on financial life for international students!
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as KakaoTalk and Telegram

Case

Latest
voice phishing cases

Seoulﬁloba/ Center
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| was just exchanging

money, and | became
the mastermind behind
the voice phishing!
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Seoulﬁloba/ Center
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International student Mr. C contacted to
anillegal money exchanger to exchange

money for expense in Korea.
Because the bank’s exchange fee was

too much for him.

1 was introcuced by a fiend.

Iwantto change dolarsto
Corean money.
wmuchis the fee?

Hello. How much will you

Seoulﬁjloba/&'mer

But then money changer committed
a voice phishing crime against a
third party in Korea,
let him sent the money
into Mr. C’s account that collected
through the exchange transaction.

Seoulﬁjloba/&'mer

Because of this case,
Mr. C was involved in
voice phishing without recognize it,
also his account was suspended
from this.

Characteristics

@ mpersonate public institutions and financial companies such as
the prosecution, police, and Financial Supervisory Service

©® Impersonate a family member to request emergency funds or
personal information via text message

© Psychological pressure, such as leakage of personal information
and involvement in crimes

@ Manipulate caller IDs such as those of public institutions and
financial companies

© Encourage to withdraw money directly from an ATM

Preventive
measures

@ Do not respond to requests for financial transaction information
and contact the main phone number of the financial institution

® \When lured to an ATM, hang up and check around you

© If you have suffered damage, request suspension of account
payments through the National Police Agency’s call center (112)
or the financial company’s call center

@ Do not lend or open a bank account for someone else

Contact information related to financial fraud

Institution name HILET3 Details
number
Financial 1332 Counseling and refund for damage related to financial fraud
Supervisory Service such as voice phishing
National Police Report damage due to financial fraud and request suspension of
112 )
Agency payment for the account where the damage amount was deposited
Korea Internet & 18 Report spam messages impersonating financial institutions
Security Agency and block phishing sites
Korea Legal Aid 12 Information on civil litigation procedures for refund of

Corporation

phishing fraud damages
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Convenient financial life

Opening an  Visit a bank to open a deposit/withdrawal account(lt is generally an Issuing a When using internet banking or mobile banking, you need an electronic Paying Utility bills refer to the charges for electricity, gas, Sending You can apply for overseas remittance at the bank and deliver it to
account account with a financial transaction limit, and you can change the limit financial certificate to verify your identity. In general, joint certificate’ and financial utility bills water, etc used at home. Usually, Koreans pay their money the recipient through a foreign intermediary bank
later through proof of income. Daily transfer limit: 300,000 won) certificate and  rificate’ are used monthly bills on a monthly basis abroad It usually takes about 1to 3 days, and a fee is charged for each bank
ll;Sa’lr?lﬁrEOb"e Bills are generally issued to your residence(address), e
i 1 1 tility bill payment site . .
Required ID card (passport, alien registration card, etc), stamp(signature), documents andyou can applyfor a bilvia emal or text message of each bank © Overseas remittance using bank counter
documents  proving purpose of financial transactions(proof of enrollment, proof of % Failure to pay within the period will result in You can send money overseas through a bank counter
employment, certificate for business registration, etc) _R(]ecquiref[j. Mobile phone in your name, account number, account password, additional charges(late fees) (Fees range from 5000won to 20,000won per case,
information

Account
opening
process

Pull out a ticket number

Pull out a ticket
number from the
waiting machine

.
«C

Consult with a banker

Tell a bank taller
“'m here to open a
bankbook or account”

Information on deposit and
withdrawal accounts
for each bank

resident registration number(alien registration number), account
transfer password, security card or OTP

Sequence of issuing financial certificate
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@ Pay via internet banking or mobile banking

Go to the bank’s website, click on the ‘Utility Bill menu, and select the type of a utility
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and telegraph fees and other local bank fees are charged)

® Overseas remittance via internet banking and mobile banking

To use the overseas remittance service, you must apply
for overseas remittance in advance in person at the bank
branch for transactions
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Fill out application form Set a password Check issuance S < . . - Required documents for overseas remittance
Write your alien Set your 4-digit bankbook Check issued bankbook :
refg;);t;ﬂogdnumber, ?ati password and CSSh card and cash card Utility bill payment site of the bank Giro search and payment Classification Required documents
of birth, address, contac PasSwWort
information, signature, etc Click to issue Verify your Read and agree Enter the OTP Register a personal
' ' financial certificate _ identity using your to information on password or account, then Common documents Passport, application for foreign currency remittance
in mobile banking mobile phone consent to terms security card set a 6-digit : . .
of the bank (you must have a and conditions serial number financial certificate m R e Payment via Internet Giro Passport
Banks information with foreign language services (Kookmin, Shinhan, - mobile phone received from the password spsaam e e Pay utility bills on the Internet Giro website(www. Employment contract or proof of employment

Woori, Nonghyup,
Hana, etc)

in your name) bank when SlE{ x|2

Proof of domestic income (When sending an amount exceeding
opening an account

Wage remittance $50,000 or requested by bank)

giro.or.kr), electronic billing system

Bank name Phone number Bank name Phone number
Woori Bank 1599-2288 Industrial Bank of Korea 1566-2566
Kookmin Bank 1599-4477 Nonghyup Bank 1661-3000
Shinhan Bank 1577-8380 Suhyup Bank 1588-1515(main number)
Hana Bank 1599-6111 Jeonbuk Bank 1588-4477
Standard Charted 1577-7744 Gyeongnam Bank 1600-8585(extension 65)

Citibank Korea 02-3704-7100

Busan Bank

1588-6200(extension 60)

Financial certificate issuance

center of each bank

o \Without visiting, you can pay utility bills at home
using the internet or smartphone

@@

®

Gironet Manual

Proof of tax payment

Certificate of tax payment (individual business)

O]

Internet overseas remittance
center of each bank



